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Cybercriminals don’t care about this and use them anyway to trick you….



James R. McQuiggan, SACP, CISSP

Security Awareness Advocate

The Dark Side of AI

How Cybercriminals Are Using AI For 
Their Attacks





Video 
Introduction 
created 
with GenAI
(video & translation)
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How is AI helping cybercriminals 
attack organizations easier?



How can AI help us protect & defend 
against cybercriminals?
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Producer, Security Masterminds Podcast
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James R. McQuiggan, CISSP,SACP



• The world’s largest integrated Security 

Awareness Training and Simulated Phishing 

platform

• We help tens of thousands of organizations 

manage the ongoing problem of social 
engineering

• CEO & employees are industry veterans in IT 

Security

• Global Sales, Courseware Development, 

Customer Success, and Technical Support 
teams worldwide

• Offices in the USA, UK, Netherlands, India, 

Germany, South Africa, United Arab Emirates, 

Singapore, Japan, Australia, and Brazil

About KnowBe4

65,000
Over

Customers
Construction

Insurance Energy & Utilities

Consulting

Consumer Services

Retail & Wholesale

Education

Not for Profit

Other

Banking
Manufacturing

Healthcare & 
Pharmaceuticals

Government

Business 
Services

Technology

Financial Services



To help organizations manage the 

ongoing problem of social engineering 

Our mission

Enabling employees to make smarter 

security decisions everyday

We do this by



Outcomes for the next 183 minutes… 
(and 347 slides)
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AI is an incredible tool 
available to all, but like 

any tool there are 
many ways it can be 

used maliciously

What can we do to 
protect & defend 

against AI?

How can we 
educate our users 

to about AI to 
protect against new 

attacks?
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Current State:

The Good, 
The Bad and 
the Risks







“AI is the new electricity”
- Andrew Ng

Artificial Intelligence

Machine Learning

Deep Learning

Neural Networks

LLMs





Artificial Intelligence
Convergence & Democratization



AI Biases & Hallucinations

Microsoft Travel 
Article Lists a Food 

Bank as a Destination

Google Bard Makes 
Error on First Public 

Demo

Microsoft’s Bing Chat 
Misstates Financial 

Data

Bard and Bing Chat 
Claim There Is a 
Ceasefire in the 

Israel-Hamas Conflict

Amazon Sells 
Mushroom Foraging 
Guides with Errors

Professor Uses 
ChatGPT to Generate 
Sources for Research

https://originality.ai/blog/ai-hallucination-factual-error-problems



Transparency is regularly cited as a core principle of ethical AI, responsible AI, and trustworthy AI.

However, rhetoric and reality are often poles apart, with transparency approached in a partial, piecemeal, 

and reactive manner.

AIAAIC's manifesto sets out why real AI and algorithmic transparency and openness is needed, and what it 

should look like.

Manifesto For Real AI And Algorithmic Transparency And Openness

aiaaic.org



aiaaic.org

AI, Algorithms, Automation, Incidents & Controversies



Disinformation / 
Misinformation





Attacker’s AI Playbook

24
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AI 
Infrastructure

Attacks

Zero Click 
Worm (GenAI)

ASCII Attacks RAG Exploits
Hallucinations 

/ Biases

Polymorphic 
Malware

Automated 
Attacks

Password 
Cracking

Data Poisoning
Prompt 

Injection

Malicious AI 
LLMs

Synthetic 
Media / 

Identities

AI Phishing / 
Spear Phishing

Ransomware 
AI 

Shadow AI



Shadow AI
• Unintended Data Exposure

• Operational Efficiency

• Detection & Mitigation

• Balancing Risk & 
Innovation

• Strategic Integration



Zero Click AI Worm – Morris II



ASCII Art Attacks / ArtPrompt

Source: https://arxiv.org/abs/2402.11753



RAG Vulnerabilities – Confused Pilot



Polymorphic Malware
• Ability to change its code

• Alters with each iteration

• Mutates itself during each 
replication

• Working to evade antivirus



Scan
Ports
Vulns
Exploit

2017
DEFCON



Password Cracking
• Machine Learning

• Learning Patterns

• Predictive Analysis

• Adapting to Countermeasures

• Speed & Efficiency

• Using stolen passwords

• Generate variations fitting 
within parameters

• Tools available to parses 
through > 2 billion creds

Source: .trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/exploiting-ai-how-cybercriminals-misuse-abuse-ai-and-ml



Data Poisoning vs. Prompt Injection

Prompt Injection

Alter the output

Tricks the machine 

Data Poisoning

Never generates 
correct output

Ensures output is 
never correct





Hallucinating & ChatBots



Cyber Criminals using AI to Socially Engineer Us



Voice Deepfake Scams



Synthetic Identity



Synthetic 

Audio 

(deepfakes)

Attacks



Audio Cloning – Rachel Tobac - CNN



AI (ChatGPT + Syn Audio) = Conversation



Synthetic Audio & GenAI 

ChatGPT3.5 Prompt: 

You are calling to tell me that you have been in a 
car accident and now he's being held by the 
police. Convince me that I need to send you $500 
to pay the tow truck and start the repairs. You've 
been arrested and you don't have your wallet and 
you also need another $1500 to get you out of 
jail. The money needs to be sent as crypto 
currency as you know I have a crypto wallet and I 
can send money that way" Dr. Gerald Auger, Simply Cyber 

(and friend) 

Using PlayHT

Call Center 
Support Software



Synthetic 

Video 

(deepfakes)

Attacks



Deepfake - Puppetry - MoCap



Video 
Introduction 
created 
with GenAI
(video & translation)









Phishing Emails with ChatGPT – 11/22



Malicious LLMs – So 2023



AI Threats To Our Organizations

51

Fraud and scams

Phishing, 
Impersonation

Cyberattacks

APTs, DDoS

Data breaches

Exploiting 
Vulnerabilities Faster

Manipulation & 
disinformation

Unknowingly Spread 
Misinformation

Autonomous 
weapons

Development 
Capabilities

Biased decision 
making

Mistraining, 
Misinformation
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Defending and 
Protecting AI
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Synthetic Video Detection - Challenges 

• Non-real time

• Not full-proof

• No standard detection method yet

• Generation tech advances 

outpace detection tech

• False Positives are plentiful

• Still requires manual labor

Lorem ipsum dolor sit amet, consectetur.

Source: https://arxiv.org/pdf/2301.05819.pdf



Strategies
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Implement strong security measures

Regularly audit and test AI systems

Transparency and Accountability

Develop and enforce ethical AI policies

Foster a culture of cybersecurity

Stay informed about AI advancements



AI RISK Frameworks
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AI Risk 
Concerns

59



Opt-Out

https://docs.google.com/forms/d/1t2y-arKhcjlKc1I5ohl9Gb16t6Sq-iaybVFEbLFFjaI/edit?ts=63cec7c0



AI Proxy or Portal – Filter the Requests



• Look for discoloration

• Lighting inconsistencies

• Synchronization issues – eyes

• Verify Identity

• Politely Paranoid / Skeptical

• Stay Educated

• Use MFA for authentication

Synthetic Advice



GEN AI 
Concerns for 
CISOs, CIOs, 
and IT 
Leaders



3 Questions to Ask Your Email

Action
1. Are they asking me 

to do something 
immediately or 
quickly?

2. Does the action 
seem strange or 
unusual?

Email
Is the email 
unexpected?

Verify
Attempt to use a 
second connection 
to verify the email

Sender
Is this person a stranger? 
#StrangerDanger

YES?
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Wrap-Up / 
Q&A



ARTIFICIAL INTELLIGENCE



Takeaways
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AI is an incredible tool 
available to all – 
Ensure you have 

policies in place for 
data, opt-out, and data 

loss prevention

Be aware of AI 
Hallucinations, Biases 

and Deepfakes 

Trust AND Verify

The Phishing game 
hasn’t changed. Be 
aware, don’t rush, 

check links



Deepfakes & 
Dad Jokes

69



Deepfakes & 
Dad Jokes

70



• TLDR AI

• https://tldr.tech/ai

Resources: Daily Newsletters

• The Rundown

• https://therundown.ai
Podcasts

• What’s the Buzz with 
Andreas Welsch

• TWIML AI Podcast

• The AI Podcast (NVIDIA)

• Security Masterminds 
Podcast (KnowBe4)



An Algo-rithim



The podcast that brings you the very best in all things, cybersecurity, 
taking an in-depth look at the most pressing issues and trends across 

the industry.

securitymasterminds.buzzsprout.com



James R. McQuiggan, CISSP

jmcquiggan@knowbe4.com

LinkedIn: jmcquiggan

X: @james_mcquiggan

blog.knowbe4.com



Yes… I have a 
way of keeping 
track of my 
Dad Jokes

I keep all my 

jokes in a 

Dad-A-Base



Yo u Tu b e :  J a m e s  M c Q u i g g a n a n d D a d  J o k e s

h t t p s : / / w w w . y o u t u b e . c o m / @ J a m e s M c Q u i g g a n C I S S P
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