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The world’s largest intelligence company

Mission: Securing our
world with
Intelligence

©

9 modules deliver
Intelligence across
the Enterprise

~

1,800+ Clients $300M+ ARR

@ P

Intelligence Graph largest 100+ integrations with leading
Intelligence repository security
applications

®

1,000+ Employees

®

Insikt Group® 80+ threat
research analysts

Offices in Boston, Was hington,
Goteborg, Lond on, Tokyo, Dubai,
Singapore

Trusted by 46+
sovereign
governments

Industry Leader #1 Forrester
Wave Category Leader, External
Threat Intelligence, Q2 2023

©

#1 cybersecurity
news site, podcast




We Live in Exciting Times!

Machines

Performance / i

WE ARE HERE!

A 4

Time
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Select Al Index technical performance benchmarks vs. human performance
Source: Al Index, 2024 | Chart: 2024 Al index report
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= |mage classification (ImageNet Top-5) Visual reasoning (VQA)

= \fisual commonsense reasoning (VCR) English language understanding (SuperGLUE)
=~ Natural language inference (aNLI) Basic-level reading comprehension (SQuAD 1.1)
= Medium-level reading comprehension (SQuAD 2.0) —— Competition-level mathematics (MATH)

= Multitask language understanding (MMLU)
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The New World Order

o m

War, Terror,

Influence
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The New World Order

BlueDelta Exploits Ukrainian Government Roundcube
Mail Servers to Support Espionage Activities
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The New World Order— with Al

Automated spear phishing
Automated attacks
Password cracking

Zero Days discovery
Malware creation

o

Influence
Operations

Deepfakes

Text generation
Micro targeting
Social media bots

War, Terror,
physical risk

Intelligence, Surveillance,
and Reconnaissance (ISR)
Command & Control
Smart Weapons

Drones
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I!l-Recorded Future’

Case Studies:
Malicious Use of GenAl




Primary use today:
Scaled spear phishing and disinformation

Psychological Technological
Phishing % Recon %
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With limited time and resources,
our teams created 4 malicious PoCs

‘lil-Recorded Future

Deepfakes

Evasive Malware

Disinformation

Adversarial Intelligence: Reconnaissance
Red Teaming Malicious
Use Cases for Al
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GenAl amplifies big 4’s phishing, disinformation, and malware
development
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Insikt Group®

Real world examples - CopyCop

hiy artichs citcussos. th oy ol Thae “Mahael Kooalrecedny” arbais o Roe A y ne of the most common myths perpetuated by the Western press and NATO leaders is that the weapoas they send to
g, whiprg 10,000 NATO soicars and Thisr tamdles will Do able o moskde. The progect rguiees an Ukraine belp it continue its fight agasnst Russia. In reality, most of the weapons provided to Ukraine are nothing
rreestmant of €28 billon and will include B construction of bulldings, hospitals, and schools tcnalk .

- & £2.5 billon and w i consiruction of builings. hosp i £ Addisonally more than ank, according to an anticle in the American magazine The National Interest
Thad Furrerdy will el Choraband b iFa. Pl dopots will Bsb [uall. 3 araghrd e Fghoend 8nd Grois will B Oniied

As an example, the publication cited the supply of outdated Fremch light armored tanks AMC-10RC 10 Ukraine, which were
Tha congiruciion work s alsesdy Boguen in ihe southaeen pat of the lulueo meltang ioan, whees Bicess roads and & >
o - " " P POOE S 2000 ed th agih thatand a direct ot
powaeriul slectrical net e boing bult. The plan also includos the devslopment of urban infrastructure, such as decommissaonad in 2 It is noted that these machines turned out to be 100 fragile 1o withstand a direct attack
daycans cenbers, Schooks, hospitals, shops, and amusement parks
It &s also noted that the delivery of a minimal amount of F-16 fighters to Ukraine will not kead to success
Prevviusly. the Doputy Secrotary-Genoral of NATO, Mircoa Gasoand that # E of Russian
reenhian i Hhe upesmesg lectians i P wtah Cote AR bataricn of poraer in Europe. Honsarvar b Are we supposed 10 belseve that 12 military aircraft will tum the sstmation around in Ukraine? Morcover, these ane older
amphasized thal the Romanisn peopls know that their plecs s among Woslemn courtnes, regardiess ol thes alection gencration awrcraft. They are at the end of their design hife cycle. Thrown Imo a major war with a nuclear power, they will not

ety lead Ukraine to victory,” the journalists emphasized

In Sveoden, il was sarkor docided B burn tha MATO Chartar.
il e Previously, Musk agreed with the opinion that the US had depleted its weapons reserves because of Ukraine

Hoto: Tha original lext peovided corain instructions reganding the tone and contoxt of B ranslation. However, as
anAl ded | am ad 0 " and unk { translations. | the Earlser, it became known bow the shortage of ammunition is being compensated in Ukraine

risquesind Cyracal ione and Dinsed condix] nem i Irensiaton =
*Note: This tranalution has been done in a conservative tone, as requestad by the user,
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Real world examples - CopyCop

CopyCop Domains, Domain & DNS Data

A cortificabe Tor the domain Dostoniimes grg
haz pgen negesiened

rdosindependants i has been registered wwwlondoncrier.co.uk has been registered

-

; A certificate for the domadn = A certificabe for the domain

The: domain mismichroncom has been
registered

Ty choarulins Iorl O, Com Mg Esbin

risgistaned
The doman edosndependants ir has Do
mpRsed Th r R T, GG Pl Eebin
Pl

Thee domain Bosiontimes. ong has Degn
npgelleded

T comain sanfranchyon com has been
g e

Thi domain britisheheonicle.oom had basen
Trolh AOPEN CRIEBGECF LM MG BiboR 1
e

Tha Bamain gEgecoalitics.com Rt bean
Figiter oo

Tha domain londonchroniche news: fas been
registensd

Jan 1 3024 B




Deepfakes

Bisck Market © © 739 edted 2235

Black Markot ® © 11X oded 06:28

Black Market ® Plus Plan
& New Reloased Black Market @ Premium Plan
— - ——

& Hot Selling

V' The most advanced deep fake video
impersonation spplication uaing the latest

:.fm-n noiogy. g T The most advanced deep fake video
on impersonation tocl using well known DeepFake Al
minimum 8GB RAM. saodel.

¥ Simoly upload sy person photo and let the
DeepFake Al make & live with enhanced 30

¥ Simply upload any person photo and let the

) DeepFake Al make it Bve following your
Amensions followinn your text scriphs expressions,
Fovements and voice 1o the high resclution video expressions, movements and voice for the high

: Best for generating your own fake / clone video
statoment and conference telling abost anything
based on your text scripts with your own preferred

voce cloning module.
T The rew era of video spoofing. love scamming

¥ Best for generating your own fake video
statement and conference teling about amthing

that you want.

W The new era of video spoofing, love scamming
and false statement

W Uniimited Ngh resolution deep fake video
generation.

generstions.
Subscription Fee:
Buncle Package Foe: month = & USDE0 50760
Lifetione = & USD100 / @ USOTI00 ;mun:-‘- wms’o'/ v
@ usoTIs0
6 months = &8 USD260 /
DeepFake 3D Pro S N
LUfetime = & USD400 /
@ usOT400
I S 7 | S
'3::' SO .- og :
ot 0 % L SRR X >
w5, & Avatar Al VideqCall ¢ i’a" el

sy eve Spoofer s 4 B0 :“E:mm



Poor Opsec gives us insight into Russia’s use of GenAl

Prompt

‘Please rewrite this article taking a conservative stance
against the liberal policies of the Macron administration
in favor of working-class French citizens.”

LLM Artifact gives away usage

“It is important to note that

It highlights the
cynical tone towards the US government, NATO, and
US politicians. It also emphasizes the perception of
Republicans, Trump, DeSantis, Russia, and RFK Jr as
positive figures, while Democrats, Biden, the war in
Ukraine, big corporations, and big pharma are
portrayed negatively.”
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Researchers highlight our possible future with agents

AN o .

Automated Exploitation &~ Automated Propagation
-~

—>  Task (=)

Attacker

b | 1
%Dz ......... XCVE V%El : @E ________ r

x [
o k e |
AR & 88




9

Planning for defense

. .
., . " ° .
R R TS
+ % ',’.‘%.'".. .
o, ‘Mo

-lil-Recorded Future



For Now...

Monitor Trends
Employee Education
Red Team/Test Defences

Attack Surface Intelligence and
Vulnerability Management. .

BUTSTILLSAME 3\




Threat Detection and Response

Anomaly Detection
Behavioural Analysis

Automated Incident Response

Predictive Analysis

- Reesreled Fttre



=--T== =1 Too much data

To few people

Highly motivated
and well financed
threat actors using
Al
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Defending against modern cyber e
attaCkS IS a B|g Data/AI Problem 2Mnew phishing domains

evaluated daily

5M company attack surface
mappings and 3,300 matching
exploit signatures

250K vulnerabilities tracked
14B credentials, 6M new / day
1.3B file hashes

6.5B credential leaks

\®/
v

10,000+ criminals
tracked, 350+ APTs

15K live C2s tracked
800K/day malware file samples

~8M/day client intrusion detection
writebacks

~20B flows/day
4.2M events, 5K/day new events

700M card fraud postings,
200K/day

22
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.|;|. Recorded Future Q. Search O 3 Advanced 06 A&

nchuded Domains Al v Type Al v Technologies All v Malware Famiy Al v Country Al v Novel Exposures Onty @Il Fed S, 2024 - Jun 10, 2024 v Reset

B D

Exposure Timeline ©
28 o
120
Q
G 80
© 40

o ~i-= LN BEARUE | BT TN S T T T R T S TR R T L ST T L R RSN . )

88 Feb 9 Fob 14 Fob 19 Feb 25 Mar1 Mar6 Mar1l Mar16 Mar22 Mar28 Apr2 Apr7 Apei2 Apri7 Ape22 Apc27 May 2 May 7 May 12 May 18 May 24 May 30 Jun 4 Jun 10

Users Cr @ Employeos Credentials

Exposures © & Export as CSV
Users Crodentials Employees Credentials
v Identity Alert Pric Alert Status Nert Assignoee Detection . Authorization URL
Date
v mgexino pocs e .- Jun 9, 2024 hitps:/inorsegods ondine/member.php
v messibucy20M - .. eee Jun 9, 2024 hitps://norsegods.online/member php
v jestevezj@norsegods.online . ® Moderate Dismissed Dmitry Smityan...  Jun 9, 2024 hitps:/inorsegods. online
. "\ \/hr
. ty
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Alerting Save Export

Denmark Malicious Traffic Analysis

Time « Event Information

Share

Malicious Traffic Analysis
EEmmmmmm Administrative communications between 185.51.76.121 and validated REMCOS PRO C2 103.208.86.171 on 2024-04-17

APR  pgministrative communications observed between on port 8003 and 103.208.86.171 (validated REMCOS PRO C2 s
17 erver) on port 52422 between 2024-04-17 03:16:12 and 2024-04-17 21:19:56. No domains resolved to the C2 IP." View analysis

2024 report 185.51.76.121 185.51.76.121 185.51.76321
Source Recorded Future Network Intell 1P Addfess P Address | 1P Address eference
* + +
185.51.76.0/125 | 185.5176.0/25 185.51.76.0/25
Malicious Traffic Analysis CIDR CIDR CIDR
B Administrative communications betwe 2 | ) i i 18.86.171 on 2024-04-17
APR  sagministrative communications obsen, PN | 185.8176.0/24 Albertsiind - 3171 (validated REMCOS PRO C2 s
17 erven) on port 58766 between 2024-0¢ o™ a7 21 bod olved to the C2 IP* View analysis
2024 ey Dof:nark 185,51 ;6 0122 Albenslun; Kommune
Source Recorded Future Network Intell oy § C;DR. | province Or State | 2lerence
+ +
Denmark Denmark
Malicious Traffic Analysis Country Country

P Administrative communications DetWewn o/.1u4.c44.140 81U vanualeu valk Uf ysta il V< 4512.221.10 on 2024-04-15

APR "Administrative communications observed between GYALERZERFE on port 58878 and 45.12.221.10 (validated Dark Crystal RAT C
15 2 server) on port 41681 between 2024-04-15 00:00:08 and 2024-04-15 18:18:05. No domains resolved to the C2 IP.” View
2024  analysis report

Source Recorded Future Network Intelligence on Apr 16, 2024, 15:29 « Reference Actions » 1+ reference

Malicious Traffic Analysis in Indiana
Administrative communications between 188.126.94.93 and validated AsyncRAT C2 91.207.102.163 on 2024-04-15
APR "Administrative communications observed between [EERFIEEEE] on port 61476 and 91.207.102.163 (validated AsyncRAT C2 ser
1 5 ver) on port 52269 between 2024-04-15 08:39:48 and 2024-04-15 08:55:43. Domain 163.102.207.91.in-addr.arpa resolved to th
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End-to-end view of threats and targets

U 3 ®

Adversaries

A — Infrastructure Organizations
ndinten They Build They Target
Nation-State & Threat Actors Malware Detonations Corporate Networks Endpoints

IP/Domain Infrastructure
Network Traffic Analysis

Certificates
C2 Credit Cards

Criminal Groups Intellectual Property
Ransomware Gangs

Hacktivists

Identities

DNS

Multimodal Pipeline/Architecture for Storage, Integration, Analytics based on Intelligence Graph

Darkweb Messenger Image| video Network Malware
OSINIT collector .
collector collector collector Intelligence sandbox

Cc2 Passive DNS Attack Identity & CC
Scanner collector Surface Scanner collectors

lil-Recorded Future




What we need: All the Intelligence of the Internet

Core
— |IPs, Domains
— Traffic
— DNS, Certificates
— Credentials

Content
— Text
— Images
— Video, sound

Code

— Repos,
Vulnerabilities

— Malware, I0OCs
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The World’s Most Comprehensive Intelligence Graph

Dark Web
O
Py 0\‘:0(6
wum—lll'iﬂl.laf Te*f : e‘\\a
Building the World’s Most Ambitious '“gﬂig::‘;e a \
Intelligence Product: : P s '
' g o : e  Access to dark web forums and
. E H“i = 3
e largest Intelligence Graph and 0‘3 » 1- E associated data

growing Organize Analyze Deliver
: 3 : e Insikt Analyst Notes - human validated

e Integrated solution for intelligence
automation of workflows and

e  Machine validated intelligence
playbooks

e Al native for real-time,
actionable insights

Integrations GELTELLS
& Channels
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Intelligence Graph - Ontology

Malware

Vulnerability

Threat
Actor

Technology 4-/
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Location
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Network Inside

Location
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Intelligence Graph - Events

Exploits
Vulnerability f

C2 5

/ { Threat

Attacker
Target Cyber Attack .
/ Owns Destination
Technology
Uses Malicious / R
T e Nationality

Source

y
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DNS '\
Owns Location
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Location

Inside

Inside

TN\

ﬁ
Inside

Network

Location

-lil- Recorded Future®



Intelligence Graph - Risk Scoring

Attacker Threat

Target Actor
Destination

m/

Source

Exploits

v

Vulnerability Uses

Owns

Technology
Uses

%y
DNS
Network 6

Natlonahty

Locat|on

Domicile

wns
°:m
a’ Inside

Inside
Owns

ﬁ
Inside

Location
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Autonomous Cooperating Intelligence Agents

Reconded Fulune
Triage™F
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PRODUCT

ChatGPT

Notes 50 Insikt Group Notes
References 1000 000+
First Reference Jan 25,2023
Latest Reference Apr 17,2024 7 5
Curated *
HIGH
RISK SCORE
7 of 14 Risk Rules Triggered
Show recent events or cyber events

“lil- Recorded Future Al Insights @

Narrative View ~ [ ¥

Multiple reports indicate the exploitation of vulnerabiities associated with Large Language Models
(LLMs) like ChatGPT, with examples such as the release of a proof-of-concept for data theft, the use
of LLM-generated scripts in phishing campaigns targeting German organizations, and autonomous
expioitation of one-day vulnerabilities by ChatGPT-4 Furthermore, there are indications of Russian-
linked inauthentic news websites utilizing g Ive Al to produce divisive content targeting US
asudiences Recorded Future's Vulnerability Analysis highlights medium and high/critical severity
vulnerabiities (CVE-2024-20090 and CVE-2024-29100) affecting ChatGPT Chatbot 2.1.4, with the
former being exploited in a cyber exploit event.

Generated based on 7 Risk Rules | Analyst: Statfan Truvé

Share feedback? |y @)

5B+ Intelligence Cards
Updated in Real-Time

TRIGGERED RISK RULES

Recently Reported by insikt Group « 1 sighting on 1 source
lnclnm |1opou ChatGPT~ lmmmtmmvmm Most recent link (Apr 17, 2024)

.comipee tys

L PP

O d Vuin iity: High or Cril * 1 sighting on 1 source
Recoeded Future Vidinerability Analysis. 1 high or critical severity vuinerabiity affecting this product has been
disciosed: CVE-2024-29100 (associated with ChatGPT Chatbot 2.1.4).

Recently Referenced by Insikt Group * 4 sightings on 1 source

Insikt Growp. 4 rwuwmrm7mcwmmmumguu-o«wnm
Scripts Targets German Organizations. Most recent link (Ape 11, 2024): https://app.rec af P Y
note/docvUledn

Uinked to Recent Cyber Exploit + 1 sighting on 1 source
Recoeded Future Viunecability Analysis. Product is susceptible to 1 vuinerabiity mentioned in a recent Cyber Exploit
ovent: CVE-2024-29000 (associated with ChatGPT Chatbot 2.1.4).

Disclosed Vuln Medium = 1 sighting on 1 source
mewomwyml dium severity
~2024-29090 (associated with ChatGPT Chatbot 2.1.4)

Yy affecting this prodiuct has been disclosed: CVE

Historically Referenced by insikt Group + 32 sightings on 1 source

Insikt Growp, 32 reports including Russian-finked Inauthentic News Websites Targeting US Audiences Aimost
C«Myummumuwﬁmmmcmmtwuwtmwam 2024):
nutps:/fapp dect .com/p yst DpAT

Historically Reported by Insikt Group + 14 sightings on | sowrce
Insikt Growp. 14 reports iIncluding Researchers Release PoC for Stealing Data from Large Language Modeds (LLMs)
Like ChatGPT, Most recent Bnk (Mar 15, 2024) Mtps//app recordedivture com/portal/analy st-note/docuSivmp

g 4il-Recorded Future’



Threat Intelligence Threat Maps
D Individualized for Each

Threat Map displaying 90 Threat Actors relevant to Recorded Future Change Over Time :
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Threat Intelligence Track Threat
ﬂ TTP MITRE Matrix Acto rs i n

Threat Map displaying 80 Threat Actors relevant to Recorded Future Change Over Tima -
Filter by All Watch Lists ~  Filter by All Threat Actor Categornies ~ Bl Re a I -TI m e
. — ueBravo (APT29, Cozer, Cozy
Bear, Cozy Duke, CozyCar,
. EuroAPT, Midnight Blizzard,...
E’ Organization, Threatl Actor
o
£ 2 Analyst Motes o
2 139 Insikt Group M o O P
e p Motes . -
w & “en &
Category: Mation State Sponsored : ‘et
Latest Reference: May 27, 2024 hi S X L e, R
- = IS
Oppartunity 98 | Intent 58 KSbdnNg i:»
. e e
. ‘ 3
ElugBravo 4 38, - .t 2
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i Recorded future Al nsights @ | From Insights to

The following Information was generated from the evidence matching Recorded Futwre's Watch Lists: Act i o n s

BlusBravo, a threat actor with bagic capabsity and a limited risk-level, has targeted various organizations including
Microsoft, Cisco Systems Inc, and Bloomberg L.P. The actor has demonstrated a range of TTPs (Tactics, Techniques, and
Procedures) such as T1071.004 (Applicaticn Laver Protocol: Web Protocols], T1I036.005 (Masquerading: Match Legitimate
Mame or Location), and T1083 (File and Directory Discovery). BlueBrave's intent Is assessed as basle to moderate, indicating
potential motivations to target software companies and industry peers. The actor's opportunity assessment is high dua to
their capability in utilizing various techniques such as T1560 (Archive Collected Data) and exploiting vulnerabilities using
methods like T1055.0010 (Command-Line Interfaca). Furthermore, BlueBravoe has shown the use of Slack Software as
malicious infrastructure.

Generated based on BlueBravo Share feedback? (5 S - -
. . o . x \
., '0‘ . Y
.-
& Actions to Consider (14) for BlueBrave A R
Action Datails 4 St ’."iﬁ'.
‘e *
> . o‘ -
Downiload Sigma Rule to run in SIEM @ ch Suspicious Data Exfiltration 3 .
L
oy Sloma Rule: Detect Mallclous Shorteut used by BlusBrave )
ok Insikt Validated TTP: Hunting Brute Ratel C4 i@ =
4 3 o=
Download YARA Rule to run in EDR @) =1 YARA Rule: WINELOADER A
-4 " B4 L) o .- .
: Discyssing antimyer ar Abusa g pte ol . ‘0. ..
ke ool N . v
ol oo PN,
Iil i i . .. 7 q., o. o’
. - - .‘ 5 Py
ok YARA Rule: Detect GraphicalElectron and related HTML Smuggling via SVG Files R S
50
ks YARA Rule: Detect GraphicalPraton
oks YARA Rule: Detect QUARTERRIC Loader TR q )
4il-Recorded Future
ks YARA Rule: Detect HALFRIG Loarer S A



Al for
Intelligence
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AV K
Machine Learning and Rule Based!

THINKING,

FAST..SLTOW

i —
DANIEL

R I b d “ . ” P
ule based “reasoning system KAHNEMAN [

(System 2)
Logic reasoning

Machine learning based “perceptive system”
(System 1)
Classification/Categorization

. e
0.2 c et 3 3
e - ..
*e % ‘%." .
* i o
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Automating the Intelligence Cycle
Planning and
Direction
o)
® o
|Ill I'|
f
\ f

-1 Analysis and Process and
Production Exploitation
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Ingestion -
Extract &

Collection
Transform
Darkweb
Paste Sites
Forums
TOR / Onion
Media Feeds
Social Media

Image collection +
domain screenshots

Certificate &
Domain regs.
Netflow
DNS
Malware
Ontology Data

Machine Analytics

Human Analytics




Collection

Meu.
Social Meaia

Ingestion -
Extract &
Transform
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The Four Phases of Al for Intelligence

e Phase 1: Organizing - Building the Intelligence Graph
e Phase 2: Summarizing — Al Insights
e Phase 3: Reasoning — Al Conversations

e Phase 4: Automating — Al Agents

;.5&;.‘1 .: .
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Phase 1: -
Constructing the sl '..
Intelligence Graph - ;‘;»

.
&
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Entity and Event Detection + Role Assignment

Phishing Cyber attack against #japan, #Philippines, #Myanmar by RedDelta, Camaro Dragon in Asia-Pacific
I  From Twitter by @cytexsmb

"éﬁ; @cytexsmb [YNEENPLINEE) aka &8 targeted #Myanmar, #Philippines, #Japan, & ]

They use phishing emails z © methods: Taketed ti
2024 ming 2/6 #asdan50aus #panda.”

ntps://twitter.com

% G
CyberAttack Actor: Mustang Panda : 7

Country: Singapore
Method Country: Myanmar
Country: Philippines
RelatedEntities Country: Japan

Phishing ,
‘lil-Recorded Future”
45



Temporal Analytics

Facebook
Cyber attack by India on Jul 21, 2013

“Three days ago, the official website of congress mouthpiece, monthly Hindi journal, ‘Congress Yuva
Sandesh’, wis hacked by "Anonymous Kashmir® and it displays many *messages” to India. »

.-
- - .
Collapse all 24 °.
Twitter and 1 more t . S
Cyber attack against India on Aug 14, 2013 RN Sy =
. - i:-' .
“wy t t Pakistani hacktivists plan on celebrating their Independence Day, 8/14, by 2 3 ! .. ? .0
launching cyberattacks against India http://t.co/p341GTZN&D. Y
.
“ Pakistani Hackers Threaten to Attack India on August 14. -
-
.
. .
-
R e
- e S e
e L
v W T
L M
oty e
July 17 July 21 July 24 August 12 August 14 S
IINOWH
i
‘lil-Recorded Future
s s Fobis 46
- - . o



Beyond Words: Image Analytics

e Entity and event detection
e Image based localization
e Image similarity search

Denmark, Nasdagq OMX Copenhagen A/S and tohkasvazi 108 telegram group mentioned in Nordic
e L3 TOYKA CBA3M MMPOB )

“Huge fire hits Copenhagen Stock Exchange buliding and part of historic tower collapset
Telegram - Other Channels by tohkasvazi 108 Ape 17, 2024, 02110
121 59.67610. Jon: 12.56834
t 95.6:
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Beyond Words: Image Analytics

e Images provide additional context to text
e OCR --> text analytics

. https://mail.bankofamericapp.com/
e Logotype detection

0 Rocorded Future

IMAGE
) URL https://uriscan.io/screenshots/6bcb917d- Show recent events g
2cab-4680-8746-f7b2abcb8445.png
References 19
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Beyond Words: Al generated image / deep fake detection

data: inage/png; base64, 1VBORWOKGGOAAAANSUREUGAAAXYAAAFeCAYAAACROTY

e
- o 0uvaVxclhxﬁAH\cs’:BEeAaianZ'D95;01"\1:’Ddgrizelﬂm§ .' <
p none pika ‘ | .. ) :.
! ideogram haiper B e
avy™ v . -
¥ = titan / kling
- wuerstchen luma
kandinsky hedra .
vqdiffusion runway SO
‘ ‘ stablediffusionx| i
gan . sdxlinpaint
deepfloyd stablediffusioninpaint

mldjOU I'ney other_image_generators

stablecascade bingimagecreator

-l}l-Recorded Future’



Phase 2: |
AI I n Sig htS / | United Kingdom

Real-time data
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- Becorded Future Al Insights =
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Recorded Future Al insights

UK's Greater Manchester Police has suffered a data breach after a third-party supplier responsible for ID badges was attacked, ' The

Source attribution

CRGAATAT I
Greater Manchester Police __—
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Phase 3: Conversational Al
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have there been any cyber attacks on Swedish companies in the last 90 days? 1852

Based on the provided information, there have been cyber attacks on Swedish companies in the last S0 day..
TietoEVRY, a Finnish IT software and services company, suffered a ransomware attack that affected several

customers in Sweden. ' The attack led to widespread outages across Sweden, impacting healthcare, government

services, retail outlets, and more. " The attack was attributed to the Akira ransomware group. ' Additionally,
several Swedish organizations fell victim to a wave of ransomware attacks, suspected to be carried out by hacker

groups. = The attacks disrupted services for thousands of businesses and government administrations. 18:52

Queried for Event Type: Cyber Attack Involving: Company, Sweden Event Time: -90d to today 4

Attacker

T
Method ‘\ Sweden

Operation

oxll
s
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Based on the provided references, the following organizations have been attacked by the Akira ransomware

group:

- Serfilco.

- RP Adams,

- Baron Blakeslee.

- Pacer.

- Service Filtration of Canada.

- Polymar.

- Consilux (Brazil).

- Studio LAMBDA,

- Myers Automotive Group.

- Lotz Trucking.

- Samart Corporation Public Company (Thailand).
- Sanchez-Betances, Sifre & Mufioz-Noya.
- Best Reward Federal Credit Union.

#5 Informed by 1 Reference
* - Best Reward Federal Credit Union"

#CyberAttack #USA: Best Reward
Federal Credit Union allegedly
compromised by Akira ransomware
group The allegedly exfiltrated data
includes personal information and
financial documents, encompassing
1000's of members names, addresses,
SSNs, emails, and phone nos.
#Ransomware
https://t.co/KbzxSuU3MK

Twitter | Apr 15, 2024, 09:34

#cyberattack #USA: Best Reward Federal
Credit Union allegedly compromised by Akira
ransomware group The allegedly exfiltrated
data includes personal information and
financial documents, encompassing 1000's of
members names, addresses, SSNs, emails,
and phone nos. #ransomware
https://t.co/KbzxSuU3MK.
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any recent vulnerabilities related to my tech watch list? 1849

Based on the provided references, there are several recent vulnerabilities related to the organization's tech watch
list:

1. CVE-2024-3400: This is a critical command injection vulnerability in Palo Alto Networks PAN-OS software that
is being actively exploited in the wild. It allows an unauthenticated attacker to execute arbitrary code with root

privileges on the firewall."
2. CVE-2024-3273: This vulnerability affects D-Link NAS devices and allows for remote command injection. It is

actively being exploited in the wild.
3. CVE-2024-21378: This is a remote code execution vulnerability in Microsoft Outlook that is rated as critical. It

allows an attacker to execute arbitrary code on the victim's system when activating a form in Outlook.

These are just a few examples of recent vulnerabilities that may be relevant to the organization's tech watch list. It
is important to regularly update the watch list based on the latest vulnerabilities and advisories.’ 18:49

Queried for Event Type: Cyber Vulnerability and Exploit Involving: CyberVulnerability Event Time: -15d to +15d 2
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Quantitative Analytics — Don’t Use LLMs!

are any domains on my domain watchlist being spoofed or typosquated as part of a phishing campaign?

© 6 0

Based on the given information, we can see that there are several domains on the Recorded Future Enterprise's
domain watchlist that are being typosquatted.

The domains with the highest number of typosquats are as follows:

1. Adobe.com - 6728 typosquats.

2. Microsoft.com - 3255 typosquats.

3. Apple.com - 3089 typosquats.

4. Amazon.com - 2664 typosquats.

5. Capitalone.com - 1290 typosquats.

6. Target.com - 1281 typosquats.

7. Wellsfargo.com - 1281 typosquats.

8. Questdiagnostics.com - 1239 typosquats.
9. Delta.com - 1213 typosquats.

10. United.com - 1204 typosquats.

These statistics indicate that these domains are being actively targeted for typosquatting, which can be a
technique used in phishing campaigns.

Additionally, the most mentioned entities in the references are Microsoft.com, IBM.com, Verizon.com,
Amazon.com, Comcast.com, ATT.com, Nike.com, Cisco.com, HP.com, and Dell.com.

Owverall, based on the information provided, it is highly likely that domains on Recorded Future Enterprise’'s domain

211
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Phase 4: Autonomous Al Agents

Real-time data
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Recorded Future Al
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Reading tips

CISA launches pllot program offering Russion antyets point Anger

: g = 2 o 3t China, North Kares ower SO 13CING Outages after
cutting-edge’ services to critical Cyber activity Cybenttachs

infrastructure orgs
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https://therecord.media/
https://therecord.media/podcast
https://go.recordedfuture.com/cyber-daily
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The best way to predict the : . Ao Q".gf' ; %
future is to invent it! Bt S SO
(Alan Kay, Dynabook, 1968) of 58 PHETS £
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Staffan Truvé, Co-founder & CTO [ e
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