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The world’s largest intelligence company

Mission: Securing our 
world with 
Intelligence

1,800+ Clients $300M+ ARR 1,000+ Employees

Offices in Boston, Washington, 
Göteborg, London, Tokyo, Dubai, 

Singapore 

Industry Leader #1 Forrester 

Wave Category Leader, External 
Threat Intelligence, Q2 2023

9 modules deliver 
Intelligence across 

the Enterprise

Intelligence Graph largest 
Intelligence repository

100+ integrations with leading 
security 

applications

Insikt Group® 80+ threat 
research analysts

Trusted by 46+
sovereign 

governments

#1 cybersecurity
news site, podcast



We Live in Exciting Times!
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War, Terror,
...

Cyber 

The New World Order

Influence
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War, Terror,
physical risk

Cyber 

The New World Order– with AI

Influence
Operations

● Automated spear phishing
● Automated attacks
● Password cracking
● Zero Days discovery
● Malware creation

● Deepfakes
● Text generation
● Micro targeting
● Social media bots

● Intelligence, Surveillance, 
and Reconnaissance (ISR)

● Command & Control
Smart Weapons

● Drones



We Need
AI 
Against
Evil



Case Studies:
Malicious Use of GenAI

Cover image



Primary use today: 
Scaled spear phishing and disinformation 

Psychological Technological

Disinfo

Phishing

Evasion

Exploits

Recon

Worms

Deep fakes



With limited time and resources,
our teams created 4 malicious PoCs

Evasive Malware

Deepfakes

Disinformation

Reconnaissance



GenAI amplifies big 4’s phishing, disinformation, and malware 
development

Disinfo

Phishing

Code



Real world examples - CopyCop

Text Code Image Video Voice



Real world examples - CopyCop



Deepfakes

Swapface

DeepFake 3D Pro

Avatar AI VideoCall 
Spoofer



Poor Opsec gives us insight into Russia’s use of GenAI 

“Please rewrite this article taking a conservative stance 

against the liberal policies of the Macron administration 
in favor of working-class French citizens.”

“It is important to note that this article is written with the 

context provided by the text prompt. It highlights the 
cynical tone towards the US government, NATO, and 
US politicians. It also emphasizes the perception of 

Republicans, Trump, DeSantis, Russia, and RFK Jr as 
positive figures, while Democrats, Biden, the war in 

Ukraine, big corporations, and big pharma are 
portrayed negatively.”

“Please rewrite this article taking a conservative stance 

against the liberal policies of the Macron administration 
in favor of working-class French citizens.”

Prompt

LLM Artifact gives away usage



Researchers highlight our possible future with agents

Automated PropagationAutomated Exploitation
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Planning for defense

18



For Now…

Monitor Trends

Employee Education

Red Team/Test Defences

Attack Surface Intelligence and 
Vulnerability Management



Threat Detection and Response

Anomaly Detection

Behavioural Analysis

Automated Incident Response

Predictive Analysis



Too much data

To few people

Highly motivated 
and well financed 
threat actors using 
AI

AI for Intelligence



Defending against modern cyber 
attacks is a Big Data/AI Problem

Threat Actors

10,000+ criminals 
tracked, 350+ APTs

Infiltrate

• 2M new phishing domains 

evaluated daily

• 5M company attack surface 

mappings and 3,300 matching 

exploit signatures

• 250K vulnerabilities tracked

• 14B credentials, 6M new / day 

• 1.3B file hashes

• 6.5B credential leaks

Exfiltrate

• ~20B flows/day

• 4.2M events, 5K/day new events

Monetize

• 700M card fraud postings,

200K/day

Exploit

22

• 15K live C2s tracked

• 800K/day malware file samples

• ~8M/day client intrusion detection 

writebacks

Exploit









Multimodal Pipeline/Architecture for Storage, Integration, Analytics based on Intelligence Graph

End-to-end view of threats and targets

Adversaries 
And Intent

Infrastructure
They Build

Organizations 
They Target

Nation-State & Threat Actors 
Criminal Groups 

Ransomware Gangs 
Hacktivists

Malware Detonations
IP/Domain Infrastructure
Network Traffic Analysis

Certificates
C2 

DNS

Corporate Networks Endpoints

Intellectual Property

Identities

Credit Cards 

OSINIT collector
Darkweb
collector

Messenger
collector

Image|video
collector

Network
Intelligence

Malware 
sandbox

C2
Scanner

Passive DNS 
collector

Attack 
Surface Scanner

Identity & CC
collectors



• Core
– IPs, Domains

– Traffic

– DNS, Certificates

– Credentials

What we need: All the Intelligence of the Internet

• Content
– Text

– Images

– Video, sound

• Code
– Repos,  

Vulnerabilities

– Malware, IOCs



IntegrationsModules
Actionable 
Channels

AnalyzeOrganize Del iver

Intelligence
GraphTM
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Building the World’s Most Ambitious 
Intelligence Product:

● Largest Intelligence Graph and 
growing

● Integrated solution for 
automation of workflows and 
playbooks

● AI native for real-time, 
actionable insights

The World’s Most Comprehensive Intelligence Graph

● Access to dark web forums and 

associated data

● Insikt Analyst Notes - human validated 

intelligence

● Machine validated intelligence
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Intelligence Graph: 
200B+ nodes, trillions of edges,
updated in real-time,
doubling in size every 24 months



Autonomous Cooperating Intelligence Agents



5B+ Intelligence Cards 
Updated in Real-Time



Threat Maps 
Individualized for Each 
Customer in Real-Time



Track Threat 
Actors in 
Real-Time



From Insights to 
Actions



AI for 

Intelligence 



AI:
Machine Learning  and Rule Based!

Machine learning based “perceptive system” 
(System 1)

Classification/Categorization

Rule based “reasoning system” 
(System 2)

Logic reasoning



Dissemination

Analysis and 
Production

Process and 
Exploitation

Collection

Decisions & 
Actions

Planning and 
Direction

Automating the Intelligence Cycle



Machine Analytics

API/IntegrationsIntegrations  / API

ModulesPortal & Modules

Mobile

Intelligence Graph

Events, Entities, Ontologies

Natural 
Language

Processing

Structured
Data

Analytics

Computer 
Vision

Certificate &
Domain regs.

Netflow
DNS

Malware
Ontology Data

Image collection + 
domain screenshots

Darkweb
Paste Sites

Forums
TOR / Onion
Media Feeds
Social Media

Customer Telemetry

Collection

Ingestion -
Extract & 

Transform

Human Analytics



Machine Analytics

API/IntegrationsIntegrations  / API

ModulesPortal & Modules

Mobile

Intelligence Graph

Events, Entities, Ontologies

Natural 
Language

Processing

Structured
Data

Analytics

Computer 
Vision

Certificate &
Domain regs.

Netflow
DNS

Malware
Ontology Data

Image collection + 
domain screenshots

Darkweb
Paste Sites

Forums
TOR / Onion
Media Feeds
Social Media

Customer Telemetry

Collection

Ingestion -
Extract & 

Transform

Human Analytics

Natural 

Language 
Processing

Image 

Analysis

Traffic 

Analysis etc.

Risk Scoring

- Summarization

- Dialogue
- Agents

Knowledge

Representation



The Four Phases of AI for Intelligence

● Phase 1: Organizing - Building the Intelligence Graph

● Phase 2: Summarizing – AI Insights

● Phase 3: Reasoning – AI Conversations

● Phase 4: Automating – AI Agents



Phase 1: 
Constructing the 
Intelligence Graph
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Actor: Mustang Panda

Country: Singapore
Country: Myanmar
Country: Philippines
Country: Japan

Phishing

Entity and Event Detection + Role Assignment
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July 17   July 21   July 24                  August 12             August 14
“NOW”

Temporal Analytics
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Beyond Words: Image Analytics

● Entity and event detection
● Image based localization
● Image similarity search



Beyond Words: Image Analytics
● Images provide additional context to text
● OCR --> text analytics 
● Logotype detection



Beyond Words: AI generated image / deep fake detection



Intelligence 

GraphAnalyzeOrga ni ze Deliver

Intelligence
GraphT M

Real-time data

Phase 2:
AI Insights



Recorded 
Future AI 
Insights

Intelligence 

GraphAnalyzeOrga ni ze Deliver

Intelligence
GraphT M

Real-time data

Phase 2:
AI Insights



Source attribution

Pivot links



Intelligence 

GraphAnalyzeOrga ni ze Deliver

Intelligence
GraphT M

Real-time data
Recorded 
Future AI 
Session

Phase 3: Conversational AI



Sweden

Company







Quantitative Analytics – Don’t Use LLMs!



Intelligence 

GraphAnalyzeOrga ni ze Deliver

Intelligence
GraphT M

Real-time data

Recorded 
Future AI 

Agent
Initial job 

description
Alerts, reports, 
conversations

Phase 4: Autonomous AI Agents



Analyst

Give me a report of the 

most common 

malwares that are likely 

to impact my 

organization and 

provide threat hunting 

recommendations

Planning

Validation

Tools & 
Tasks

Validation

Ransomware 

Agent

Critic Analyst
Agent

Data Triaging
Agent

Dark Web 
Agent

Agent 

Platform

Recorded 
Future AI
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Intelligence 

GraphAna lyzeO rg aniz e Deliv er

Intelligence
GraphT M

Real-time data



Reading tips

https://therecord.media/

https://therecord.media/podcast

https://go.recordedfuture.com/cyber-daily

https://therecord.media/
https://therecord.media/podcast
https://go.recordedfuture.com/cyber-daily


Staffan Truvé, Co-founder & CTO
truve@recordedfuture.com

The best way to predict the 
future is to invent it!
(Alan Kay, Dynabook, 1968)
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